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Abstract: The widespread acceptance of cloud computing based services in healthcare sector has resulted in 

cost effective and convenient exchange of Personal Health Records (PHRs) among several participating entities 

of the e-Health systems. Nevertheless, storing confidential health information to cloud servers is susceptible to 

revelation or theft and calls for the development of methodologies that ensure the privacy of the PHRs. . The 

PHR scheme ensures patient-centric control on the PHRs and preserves the confidentiality of the PHRs. The 

patients store the encrypted PHRs on the un-trusted cloud servers and selectively grant access to different types 

of users on different portions of the PHRs. A semi-trusted proxy called Setup and Re-encryption Server (SRS) is 

introduced to set up the public/private key pairs and to produce the re-encryption keys. Moreover, the 

methodology is secure against insider threats and also enforces a forward and backward access control. 

Furthermore,  Performance evaluation with regard to time consumption indicates that this methodology has 

potential to be employed for securely sharing the PHRs in the cloud. 
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I. Introduction 
 The technique of cloud computing relieves consume of data management, data processing, and capital 

use on equipment, programming, and work force systems of support, etc. Public cloud is owned and controlled 

by public cloud servers (PCS), which cannot be trusted. PCS might steal or get the data information stored by 

the users. Thus, many different security notions are proposed to ensure the security in cloud such as remote data 

integrity, remote data sharing, etc. Data sharing is one of important applications in cloud computing, especially 

for enterprise. Usually, an enterprise may authorize some entities to share its remote data under its defined 

policy.  

 

II. Literature Survey 
 Y. Tong, J. Sun, S. Chow, P. Li, Cloud-assisted mobile-access of health data with privacy and audit 

ability", IEEE Journal of Biomedical and Health Informatics, vol. 18, no. 2, Mar. 2014. To incorporate key 

administration from pseudorandom variety generator for unlink capacity, a protected compartmentalization 

technique for privacy protective keyword search that hides each inquiry and access designs supported excess, 

and incorporate the thought of attribute primarily based coding with threshold language for giving job based 

access management with audit ability to stop potential misconduct, in each tradition and emergency caseC. Fan, 

 V. Huang, H. Rung,   Arbitrary-state attribute-based encryption with dynamic membership", IEEE 

Transactions on Computers, vol. 63, no. 8, pp. 1951-1961, Apr. 2013. An ABE theme that is that the 1st ABE 

theme that aims at dynamic membership management with arbitrary states, not binary states solely, for each 

attribute. Our work likewise keeps high adaptability of the limitations on properties and influences clients to 

have the capacity to powerfully join, leave, and refresh their traits. It is pointless for those clients who don't 

change their credit statuses to reestablish their private keys when some client 

 D. Boneh, G. Crescenzo, R. Ostrovskyy, G. Persianoz, “Public key encryption with keyword 

search", in Eurocrypt 2004, Interlaken, Switzerland, May 2-6, 2004, pp.506-522. Consider a mail server that 

stores distinctive messages openly mixed for Alice by others. Using our framework Alice can send the mail 

server a key that will engage the server to recognize all messages containing a few watchwords, however get the 

hang of nothing else. We define the idea of open key encryption with catchphrase chase and give a couple of 

improvements 

 N. Cao, C. Wang, M. Li, K. Ren, W. Lou, Privacy-preserving multi keyword ranked search over 

encrypted cloud data", IEEE Transactions on Parallel and Distributed Systems, vol. 25, no. 1, pp. 222-233, Nov. 

2013. The economical similarity live of coordinate matching," i.e., as several matches as attainable, to capture 

the connectedness of information documents to the search question. We further use “In ward thing 

comparability" to quantitatively survey such resemblance measure. We at first propose a key idea for the MRSE 

subject to anchor inside thing count, and after that give two basically upgraded MRSE wants to achieve diverse 

stringent assurance requirements in two particular threat models. To enhance look involvement of the 
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information seek benefit, we further stretch out these two plans to help more hunt semantics. Careful 

examination exploring protection what's more, efficiency affirmations of proposed plans is given  

 

Problem Statement 

  The proposed work base on The widespread acceptance of cloud computing based services in 

healthcare sector has resulted in cost effective and convenient exchange of Personal Health Records (PHRs) 

among several participating entities of the e-Health systems. Nevertheless, storing confidential health 

information to cloud servers is susceptible to revelation or theft and calls for the development of methodologies 

that ensure the privacy of the PHRs 

 

Objectives of System 
 To provides Secure Model Of Sharing Personal Health Record. 

 To provide the most efficient way of Security of Data 

 

Scope of System 

 To provides efficient Secure Sharing System. 

 To provide great user experience to users in their day to day activity . 

 

Proposed System 

 The technique of cloud computing relieves consume of data management, data processing, and capital 

use on equipment, programming, and work force systems of support, etc. Public cloud is owned and controlled 

by public cloud servers (PCS), which cannot be trusted. 

               PCS might steal or get the data information stored by the users. Thus, many different security notions 

are proposed to ensure the security in cloud such as remote data integrity, remote data sharing, etc. Data sharing 

is one of important applications in cloud computing, especially for enterprise 

 

 
Figure 1:Proposed System Architecture 

 

III. Conclusion 

          In the propose system, data sharing scheme which can achieve the anonymity and data            

confidentiality in public clouds. We formalize the definition and the protection   model. Then, we designed a 

concrete data   sharing scheme and gave the security proof. Security examination demonstrated our plan is 

provably secure in the proposed security show. Execution investigation demonstrated that our plan is relevant
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Future Work 
Using ABE algorithm we can Securly sharing the PHR. 
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